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Our Wireless World
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Link Layer Header .ǳŘŘȅ ƭƛǎǘΥ !ƭƛŎŜΣ .ƻōΣ Χ
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Link Layer Header Blood pressure: high



Best Security Practices

{{L5Υ .ƻōΩǎ bŜǘǿƻǊƪ
Key: лȄноупфпфΧ

Discover
802.11 probe Lǎ .ƻōΩǎ bŜǘǿƻǊƪ ƘŜǊŜΚ

802.11 beacon .ƻōΩǎ bŜǘǿƻǊƪ ƛǎ ƘŜǊŜ

Username: Alice
Key: лȄопумфлΧ

802.11 auth tǊƻƻŦ ǘƘŀǘ LΩƳ !ƭƛŎŜ 

802.11 auth tǊƻƻŦ ǘƘŀǘ LΩƳ .ƻō

Authenticate
and Bind

802.11 header  

802.11 header  
Send Data

Bootstrap

Out-of-band (e.g., password, WiFiProtected Setup)

ÅConfidentiality
ÅAuthenticity
ÅIntegrity
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Bootstrap

{{L5Υ .ƻōΩǎ bŜǘǿƻǊƪ
{ŜŎǊŜǘΥ лȄноупфпфΧ

Username: Alice
{ŜŎǊŜǘΥ лȄопумфлΧ

Privacy Problems Remain

Discover
802.11 probe Lǎ .ƻōΩǎ bŜǘǿƻǊƪ ƘŜǊŜΚ

802.11 beacon .ƻōΩǎ bŜǘǿƻǊƪ ƛǎ ƘŜǊŜ

802.11 auth tǊƻƻŦ ǘƘŀǘ LΩƳ !ƭƛŎŜ 

802.11 auth tǊƻƻŦ ǘƘŀǘ LΩƳ .ƻō

Authenticate
and Bind

802.11 header  

802.11 header  
Send Data

Lǎ .ƻōΩǎ bŜǘǿƻǊƪ ƘŜǊŜΚ

tǊƻƻŦ ǘƘŀǘ LΩƳ .ƻō

.ƻōΩǎ bŜǘǿƻǊƪ ƛǎ ƘŜǊŜ

MAC addr, seqnoΣ Χ

MAC addr, seqnoΣ Χ

Many exposed bits are (or can be used as) 
identifiers that are linked over time

ÅConfidentiality
ÅAuthenticity
ÅIntegrity
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Problem: Long-Term Linking

Alice Alice?

MAC: 12:34:56:78:90:ab

!ƭƛŎŜΩǎ ƛtƻŘ is here802.11 beacon !ƭƛŎŜΩǎ ƛtƻŘ is here802.11 beacon

Easy to identify and relate devices over time

Is !ƭƛŎŜΩǎ ƛtƻŘ here?802.11 probe

MAC: 12:34:56:78:90:ab

!ƭƛŎŜΩǎ ŦǊƛŜƴŘΚ
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Problem: Long-Term Linking

www.bluetoothtracking.org

Linking enables location tracking, user profiling, 
ƛƴǾŜƴǘƻǊȅƛƴƎΣ ǊŜƭŀǘƛƻƴǎƘƛǇ ǇǊƻŦƛƭƛƴƎΣ Χ 
[Greenstein, HotOSΩлтΤ WƛŀƴƎΣ MobiSysΩлтΤ tŀƴƎ, MobiComΩлтΣ HotNetsΩлтϐ

Home

www.wigle.net

802.11 header  Lǎ άdjwέ ƘŜǊŜΚ άdjwέ ƛǎ ƘŜǊŜ


